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IMPLEMENTATION GUIDE: ONETRUST FOR 

WEBSITES 

BEFORE GETTING STARTED 

What Are Cookies 

Cookies are essentially descriptive pieces of information that are passed between your 
browser and the website’s server. Cookies store information about activity as you navigate 
from page-to-page and from action-to-action. Common use cases for cookies include multi-
session logins (keeping a user logged in even when they close the browser tab) or 
remembering a user’s preferences. 

 

Google Chrome & Third-Party Cookies - What You Need to Know 

https://www.bounteous.com/insights/2020/04/09/google-chrome-third-party-cookies/
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First-Party Cookies 

First-party cookies are set by the website domain. For example, cookies often keep a user's 
eCommerce shopping experience consistent by storing login information, saving items in a 
user’s cart, and persisting these items even throughout multiple sessions. These first-party 
cookies are generated to access same-site information relative to the website domain in your 
address bar. Most web analytics tools, like Google Analytics and Adobe Analytics, 
fundamentally rely on first-party cookies in order to track user behavior. 

Third-Party Cookies 

Third-party cookies are those set on a website by another domain. For example, when 
websites add marketing tags for platforms like LinkedIn and DoubleClick, each of those 
services sets third-party cookies on the website being visited. This is how those services can 
later show ads based on the content you viewed on another website. 

Why We Need Cookie Consent Managers 

Many websites will require banner consent and opt-in or opt-out consent forms to be GDPR 
& CCPA compliant. GDPR generally requires opt-in notification (like banners), whereas CCPA 
requires opt-out notifications (like footer CTAs).  Remember, however, that the client’s legal 
team(s) will need to determine what compliance means to their company.  

 CCPA GDPR 

Scope CA residents EU residents 

Consent Opt-out; opt-in for minors Opt-in 

Personal Information Includes pseudonymous and 
sensitive data for individuals 
and households 

Includes pseudonymous and 
sensitive data; limited to 
identifiable individuals 

Rights Includes access and deletion 
without penalty 

Includes access, correction, and 
deletion without penalty 

Enforcement California Attorney General European Data Protection Board 
(EDPB) 
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Penalties Individuals can sue for $100 to 
$750 per breach or actual 
damages, whichever is higher.  
 
$2,500 for unintentional 
breaches; up to $7,500 for 
intentional breaches 

Capped at 20M Euros or 4% of 
global annual revenue, 
whichever is higher 

 
 
A 30,000 ft. View: The Process of Implementing a Consent Manager 

The implementation of OneTrust, or any cookie consent platform, on any site using Google 
Tag Manager (or any other tag management system) requires a high degree of coordination 
with the tag manager to ensure consistent and accurate data collection. 

Due to the high degree of coordination with the tag manager, we recommend: 

● Treating the effort as a unique project separate from other initiatives or migrations 

● Completing the implementation after any major structural shifts 

● Implementing the tool from a single container on either a single site, a small list of test 
sites, or across the entire site. Mixed implementations are difficult to maintain and can 
confuse users. 

Once you have determined how you would like to implement the cookie consent platform (a 
banner, a webform, etc.), we can then begin implementation via a tag management tool. The 
high-level process for implementing a tool within Google Tag Manager (GTM) includes:  

● Implementing a third-party generated script to manage and record user cookie 
settings via GTM, or by placing the script directly on site. These scripts are provided 
by OneTrust and require “scanning” the website first.  

● Updating all triggers in GTM to read the user’s cookie setting before firing any tags. 
This is essential so that we avoid collecting data on our users until they have chosen to 
accept or decline cookies.  

If the implementation process is successful, we should see: 
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● One banner per session or per clientID 

● Consistent user settings from page to page (i.e. cookies and settings persist across the 
session) 

● Tags will NOT fire without the user’s consent.  

General Types of Cookie Consent 

Generally, most websites will require banner consent and opt-in or opt-out consent forms to 
be GDPR & CCPA compliant. GDPR generally requires opt-in notification (like banners), 
whereas CCPA requires opt-out notifications (like footer CTAs). Remember, however, that the 
client’s legal team(s) will need to determine what compliance means to them. Bounteous can 
only advise on the options and provide scoping for the tools they choose.  

Banner Consent (Opt-In) 

This is the most common form of cookie consent today, and is generally related to GDPR. In 
this case, a new visitor arrives at any page (the landing page) and will be presented with a 
cookie notification banner. This banner usually links to the website cookie policy.  

Note that in most implementations, this banner will “block” the visitor from utilizing content 
on the site until tracking is either accepted or rejected. We will also avoid sending any GTM 
tags (Analytics, Ads, etc.) until tracking is accepted or rejected. 

From here, the banner will enable the user to Accept or Decline cookies. Usually the process 
of declining cookies sends the user to a separate page or iframe, where they can act to “opt-
out”.  

If a user clicks “Accept”, we’ll fire our first tag (the pageview tag in Google Analytics) and 
proceed as normal. If a user clicks “Decline”, the user then has the opportunity to select from 
which cookies they would like to opt out, or the website can simply proceed without any 
cookies enabled. This means that we would not fire any pageview tags or GTM tags if a user 
clicks “Decline” for all cookies, and will need to wait to trigger our data collection tags, pixels, 
images, etc. until they determine which cookies they are okay with using.  

Most of this banner set-up and configuration happens in the tool you’re using (e.g. OneTrust, 
TrustArc). We then “block” tags using triggers in GTM that will key off of the data layer 
events and variables pushed by the tool. 
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Forms & Cookie Settings (Opt-Out) 

Mostly important for CCPA but also relevant to GDPR, opt-out forms give us a next layer of 
legal protection against data collection and third-party collection. Again, the ability to opt-out 
is important for both CCPA & GDPR, and includes several changing legal nuances.  

How might we respect a decision to opt out? If we are deploying the banner solution, we can 
enable the opt-out component once a user declines cookies. However, with CCPA we can 
also enable users to opt-out within a Footer link.  

CCPA requires that a website disclose which cookies we are using and includes a link where 
we can enable users to select “Do not sell my personal information”. Once a user clicks the 
“do not sell” CTA, the website will enable a default OneTrust form which will provide users 
several choices.  

Again, this does not need to be a banner. Instead, we are primarily worrying about integrating 
the user’s selections (do not collect data about me, do not remarket to me) in GTM. Long story 
short - we will be worried about how we integrate each user’s selections into GTM as 
blocking triggers to prevent third-party technologies (like remarketing) from executing.  

What Is OneTrust 

OneTrust is a privacy, security, and governance management software company focused on 
developing tools and platforms that enable other organizations to adapt and manage the 
rapidly changing landscape of data privacy legislation. OneTrust draws on a rich legal 
database in order to ensure compliance with jurisdictions and frameworks that are relevant to 
your business. They offer a suite of privacy and data governance software applications, 
including the Consent & Preference platform used for cookie consent, OneTrust 
PreferenceChoice, which features the OneTrust Cookie Compliance app. 

What Is OneTrust Cookie Compliance 

Cookie Compliance is the tool within OneTrust PreferenceChoice which monitors first- and 
third- party cookies and automatically blocks trackers until consent is granted by the end 
user. It’s a popular no-code solution for implementing consent banners and dynamic cookie 
auto-blocking. 
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Other OneTrust Apps (Not In Scope) 

ONETRUST APP DESCRIPTION 

Assessment Automation Operationalize privacy by design, PIAs, DPIAs to achieve and 
maintain compliance 

Data Mapping Maintain an evergreen map of data flows and complete records 
of processing 

Incident Response Develop an incident response plan to meet breach notification 
rules 

Maturity & Planning Quickly assess your readiness for compliance with global laws 
and frameworks 

Program Benchmarking Share your readiness and benchmark your program against 
other organizations 

Mobile App Compliance Generate a geo-specific banner and preference center to 
manage consent for mobile app SDKs 

Data Subject Requests Automate requests from intake to fulfillment to meet regulatory 
deadlines 

Policy & Notice 
Management 

Centrally manage and update policies, notices, and disclosures 

IT Risk Management Identify, measure, report, respond, and monitor IT and security 
risks 

Vendor Risk 
Management 

Manage third parties and suppliers, assess and mitigate risk, 
document controls and contracts, map data flows and monitor 
threats 

Awareness Training Provide training to your organization for improved awareness 
and security 

Audit Management Manage internal/external audits 

Enterprise Policy Manage enterprise policies 
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Management 

Data Discovery Discover, organize, and leverage all systems and data sources 
within the business 

Whistleblower & Ethics 
Case Management 

Collect, triage, and respond to whistleblower and ethics 
complaints 

 
Overview of the Implementation Process 

1. OneTrust scans your website for first- and third-party trackers like cookies, tags, and 
pixels 

2. Using the Cookiepedia database, OneTrust automatically categorizes your cookies into 
Strictly Necessary, Performance, Functionality, Targeting, Social Media, and Unknown 
cookies 

3. You configure the banner and preference center layout in the OneTrust web app 
4. You implement the tag blocking rules based on user preferences 
5. OneTrust provides ongoing monitoring and reports for an audit trail 

  

https://cookiepedia.co.uk/
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IMPLEMENTATION 

Assumptions 

Let’s begin by making sure this guide is right for you. 

First, this guide assumes you are implementing the product called OneTrust Cookie 
Compliance. If you are implementing a OneTrust product other than Cookie Compliance, this 
guide will be of little help. 

Second, this guide assumes you are using Google Tag Manager (GTM) to implement 
OneTrust and to manage the cookie blocking rules. The alternative to using GTM (or any 
other tag manager) is to implement OneTrust scripts directly on page. 

 Pros Cons 

GTM ● Anybody with access to GTM can 
update the tracking scripts. 

● If you use GTM for your analytics 
and marketing tags, then the 
performance, targeting, and social 
media cookies they set will be 
controlled by whether those tags 
are triggered in GTM. Adding 
OneTrust to GTM keeps everything 
in one place. 

● If GTM fails to load (e.g. ad blocker 
or browser extension blocks it, or 
for any other eason), then 
OneTrust will not load. 

● If GTM doesn’t load, then the tags 
that set the cookies will also not 
load - however, if there are any 
cookies set by scripts that load 
outside of GTM, then OneTrust 
will not be loaded and the user 
will not be able to toggle consent 
about whether those cookies are 
set. 

On-Page ● If GTM is blocked, OneTrust can 
still load separately. 

● Changes or updates to the 
OneTrust scripts require developer 
resources to edit the code. 

Generally speaking, if all of your performance, functionality, targeting, and social media 
cookies are set by tags that execute from GTM, it is a safe option. If any non-strictly necessary 
cookies are set outside of GTM, or if there is a reason to let users block strictly necessary 
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cookies set outside of GTM, on-page code is the way to go (more on these cookie categories 
later). 

1. Load the test and production scripts of OneTrust in the <head> of all pages. 

First, load the correct script in a Custom HTML tag based on whether you are working in the 
Test or Production environment. 

In OneTrust, there are two separate scripts: one for your test environment, and one for your 
production environment. 

 

The test script matches the production script functionality exactly except that there is no 
cache, meaning changes can be viewed immediately; and, the test script should function on 
your test site and should be used for testing purposes. 

The test script will look something like this: 

<!-- OneTrust Cookies Consent Notice start for example.com --> 

<script src="https://cdn.cookielaw.org/scripttemplates/otSDKStub.js"  

type="text/javascript" charset="UTF-8" data-domain-script="f31cda39-

e86e-433b-bb42-b4abc123456e-test"></script> 

<script type="text/javascript"> 

function OptanonWrapper() { } 

</script> 

<!-- OneTrust Cookies Consent Notice end for example.com --> 

Whereas the production script will look something like this: 

<!-- OneTrust Cookies Consent Notice start for example.com --> 

<script src="https://cdn.cookielaw.org/scripttemplates/otSDKStub.js"  

type="text/javascript" charset="UTF-8" data-domain-script="f31cda39-

e86e-433b-bb42-b4abc123456e" ></script> 

<script type="text/javascript"> 

function OptanonWrapper() { } 

</script> 

<!-- OneTrust Cookies Consent Notice end for example.com --> 

Notice the only difference is -test appended to the data-domain-script attribute. 
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Also note: the specific script from OneTrust changes from time to time depending on which 
version of OneTrust you’re using and the settings you declare. The sample snippets above 
come from Version 6.12.0. Your project may use a different version than this implementation 
guide. 

These scripts need to be published to every page that is in scope of your cookie consent 
project. Usually that means you’re using a Custom HTML tag set to fire using the All Pages 
trigger. 

To simplify your implementation, you may want to use a single CHTML tag with a lookup 
table variable for data-domain-script, which chooses test or production based on 
whether you are in a production or test hostname: 

<!-- OneTrust Cookies Consent Notice start for example.com --> 

<script src="https://cdn.cookielaw.org/scripttemplates/otSDKStub.js"  

type="text/javascript" charset="UTF-8" data-domain-script="{{lut - 

OneTrust - Script}}" ></script> 

<script type="text/javascript"> 

function OptanonWrapper() { } 

</script> 

<!-- OneTrust Cookies Consent Notice end for example.com --> 
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Note: In this example, the data-domain-script “f31cda39-e86e-433b-bb42-
b4abc123456e” is stored in a constant variable called {{con - OneTrustID}}; however, 
this is optional and you could just as easily use the data-domain-script in the Output 
column of your table. 

Second, publish the container to the appropriate GTM environment. 

If you haven’t set up GTM environments yet, now is a good time to do so. If you’re only using 
one environment (Live/Latest), then each time you publish the workspace, you are publishing 
to both your test and production environments.  

You could, of course, leave the workspace unpublished and simply share the workspace 
Preview link; however, you may be working with stakeholders who are unfamiliar and 
uncomfortable with the GTM Preview tab. For their sake, environments are better. 

Another issue is that some automated testing tools cannot use GTM preview links. For these 
tools to work, the GTM resource must be available on the page itself. 

https://support.google.com/tagmanager/answer/6311518?hl=en
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By leveraging GTM environments, you alleviate these issues and make it easy to publish your 
workspace to the pre-production environment for all stakeholders to simply go to 
uat.example.com and see OneTrust in action. 

Third, publish the test script in OneTrust. 

It isn’t enough to copy the snippet to GTM and publish the GTM container - you additionally 
need to publish the test in OneTrust. 

This feature is a safeguard against experimental changes from accidentally going live before 
they are ready. 

For example, suppose the designer changes the color of a button: that change will be local to 
the designer until they press “Publish Test”, at which point the change will be rolled out 
anywhere that the snippet is published. 

From Scripts > Publish Test, you will be asked to choose a script version to publish. If you 
update to a later version, check that the snippet does not change. If the snippet changes, you 
need to update your Custom HTML tag with the new snippet. 

When you click Confirm, you will be brought to a screen to review the settings: 
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How you choose to configure these settings will be up to the client, with one notable 
exception: 

If you are implementing OneTrust via GTM, you should keep Enable Automatic Blocking of 
Cookies toggled off. The activate/blocking triggers we set up in GTM will be used to manage 
the blocking of cookies manually.  

A word of caution: the settings that you choose change the attributes in the snippet. If you 
change the settings on the “Review and Publish” screen, compare the new snippet to what 
was already in GTM and make updates if necessary. 
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Fourth, publish the production script. 

When OneTrust is fully configured and you’ve worked through the rest of this document (but 
not until OneTrust is fully configured), return to the Scripts screen and publish the production 
script. Your OneTrust implementation is now live! 

2. In OneTrust Cookie Compliance, add in-scope Website URLs to be automatically 

scanned 

Once you’ve logged into app.onetrust.com/cookies, navigate to Websites > Add Website. 
You will be prompted to enter a Website URL, Organization, and have the option to configure 
additional pages. 

 

Once you’ve configured the website settings, click the Start Scan button. 

When the scan is complete, you will be presented with an overview of your cookies, tags, 
forms, pages, and local storage. 

The cookies will be grouped by purpose: 
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Purpose ID Description 

Strictly 
Necessary 

C0001 These cookies are necessary for the website to function and 
cannot be switched off in our systems. They are usually only set 
in response to actions made by you which amount to a request 
for services, such as setting your privacy preferences, logging in 
or filling in forms. You can set your browser to block or alert you 
about these cookies, but some parts of the site will not then 
work. These cookies do not store any personally identifiable 
information.  

Performance C0002 These cookies allow us to count visits and traffic sources so we 
can measure and improve the performance of our site. They 
help us to know which pages are the most and least popular 
and see how visitors move around the site. All information these 
cookies collect is aggregated and therefore anonymous. If you 
do not allow these cookies we will not know when you have 
visited our site, and will not be able to monitor its performance.  

Functional C0003 These cookies enable the website to provide enhanced 
functionality and personalization. They may be set by us or by 
third party providers whose services we have added to our 
pages. If you do not allow these cookies then some or all of 
these services may not function properly.  

Targeting C0004 These cookies may be set through our site by our advertising 
partners. They may be used by those companies to build a 
profile of your interests and show you relevant adverts on other 
sites. They do not store directly personal information, but are 
based on uniquely identifying your browser and internet device. 
If you do not allow these cookies, you will experience less 
targeted advertising.  

Social Media C0005 These cookies are set by a range of social media services that 
we have added to the site to enable you to share our content 
with your friends and networks. They are capable of tracking 
your browser across other sites and building up a profile of your 
interests. This may impact the content and messages you see on 
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other websites you visit. If you do not allow these cookies you 
may not be able to use or see these sharing tools. 

Source: onetrust.com 

In addition to the above categories, your scan results will include an “Unknown” category 
where OneTrust will list cookies that it detected but did not recognize. 

The cookies need to be manually reviewed to ensure that they are categorized correctly. 
There should be no unknown cookies at the end of the exercise.  

It can be helpful to export a list of cookies for asynchronous review by stakeholders who do 
not have access to OneTrust. To export the list, click on Cookiepedia > Categorizations from 
the left-hand menu, then click the ellipsis icon in the top-right corner.  

Tip: Filter a separate list for each category to make it easy to separate them in Google 
Sheets. Sort each list by cookie name in ascending order to make it easier to review. 

 

Decisions about cookie categorizations are ultimately up to the client since they bear 
accountability. As a general rule, Bounteous will defer to the OneTrust cookie categories 
unless the client determines a cookie should be recategorized. 

During the review, the client should be ensuring that the cookie description is accurate for 
their specific context.  

After the review, make the changes to each cookie by editing them in the OneTrust user 
interface. 
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3. Create templates for the banners, preference centers, and cookie lists that fall within 

the scope of your project 

A UX resource and somebody with responsibility for the text that appears on the website 
should lead the effort to create templates. 

By default, OneTrust makes available two templates: one for GDPR and one for CCPA. Often 
a generic third template is helpful for jurisdictions that do not need to adhere to the specific 
copy-related requirements described by these regulations. 

The configuration choices of the templates do not impact configuration in GTM. 

4. Create geolocation rules 
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Geolocation rules essentially dictate, “when the user’s IP address is located in place X, load 
and apply template X with these rules applied”. 

This means, for example, that you could have two separate geolocation rules that load a 
single template with different default behavior. In Rule A, perhaps cookies are active by 
default; in Rule B, they may be inactive (blocked) by default. These rules dictate what values 
are pushed by OneTrust to the data layer and consequently which firing/blocking triggers in 
GTM are activated. 

The configuration choices of the geolocation rules do not impact configuration in GTM. 

5. Configure activation triggers and blocking triggers (aka trigger exceptions) in Google 
Tag Manager 

First, you should have already created a Custom HTML script for the OneTrust script and be 
using a variable to set the data-domain-script attribute based on whether the hostname 
should load the production or test script. Once that CHTML script is in place, trigger it to fire 
on in-scope pages.  

You will then create a series of activate and blocking triggers that reference variables storing 
user preferences. Apply these triggers to the tags that generate the cookie from the cookie 
scan based on their cookie category. 

First, create a Data Layer Variable for 'OnetrustActiveGroups': 

  

Create separate triggers for each of the Cookie Categories from Step 2, one activate and one 
blocking trigger for each:  
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Trigger Name Type Event Name Conditions 

Activate - Functional 
Cookies 

Custom 
Event 

OneTrustGroupsUpdated OnetrustActiveGroups 
matches RegEx ,C0003, 

Activate - 
Performance Cookies 

Custom 
Event 

OneTrustGroupsUpdated OnetrustActiveGroups 
matches RegEx ,C0002, 

Activate - Social 
Media Cookies 

Custom 
Event 

OneTrustGroupsUpdated OnetrustActiveGroups 
matches RegEx ,C0005, 

Activate - Targeting 
Cookies 

Custom 
Event 

OneTrustGroupsUpdated OnetrustActiveGroups 
matches RegEx ,C0004, 

Block - Functional 
Cookies 

Custom 
Event 

OneTrustGroupsUpdated OnetrustActiveGroups does 
not match RegEx ,C0003, 

Block - Performance 
Cookies 

Custom 
Event 

OneTrustGroupsUpdated OnetrustActiveGroups does 
not match RegEx ,C0002, 

Block - Social Media 
Cookies 

Custom 
Event 

OneTrustGroupsUpdated OnetrustActiveGroups does 
not match RegEx ,C0005, 

Block - Targeting 
Cookies 

Custom 
Event 

OneTrustGroupsUpdated OnetrustActiveGroups does 
not match RegEx ,C0004, 
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Apply the blocking triggers as an exception for the appropriate tags. Create Trigger Groups 
with your existing triggers and the appropriate activation triggers: 

 

Once the activation and blocking triggers have been added, publish the container.  

Note: OneTrust has an auto-blocking option to automatically enforce the user’s preferences. 
We are not using that option in this implementation guide because we want control and 
transparency into the triggering conditions for each cookie. 
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If any tags are not firing as expected based on container configuration, auto-blocking settings 
may be to blame if it is enabled. Auto-blocking settings may need to be updated inside 
OneTrust's configuration, depending on how it's interacting with the site. For example, 
marketing pixel requests may be blocked and/or tags may be stuck in a "Still running" state in 
spite of custom triggering conditions within the container. You will need to troubleshoot these 
issues on a case by case basis. 

6. Configure Google Analytics Privacy Tools 

Consent Mode 

Consent Mode (beta as of this writing 3/2021) allows for some Google tags to change their 
behavior based on consent status of users: 

● Google Ads 
○ Includes Google Ads Conversion Tracking and Remarketing; support for Phone 

Call Conversions pending 
● Floodlight 
● Google Analytics 

Consent Mode for the web must be implemented to allow the tags to load before the consent 
dialog appears; Google tags will adjust their behavior according to the user's cookie consent 
choice.  

After being deployed, Consent Mode uses "pings" to determine consent state. The default 
consent state works as if all permissions are granted: 

ad_storage='granted' and analytics_storage='granted' 

Custom consent states include the following, each with their own associated Web and App 
behaviors - please reference Google documentation linked above for more details concerning 
consent state behaviors: 

● ad_storage='denied' 
● ad_storage='denied' and ads_data_redaction='true' 
● analytics_storage='denied' 

Consent Mode can be implemented either via GTM or gtag. 

https://support.google.com/analytics/answer/9976101?hl=en
https://www.simoahava.com/analytics/consent-mode-google-tags/
https://developers.google.com/gtagjs/devguide/consent
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Advertising Features 

Advertising Features (normally configured for all traffic in GA property settings and in GTM or 
within on-page tracking code) can be dynamically disabled including Remarketing, 
Advertising Reporting Features, and Advertising Personalization. 

Implementation of this feature involves the following fields set to the boolean false. 
Measurement Protocol hits can also be flagged with these parameters - please see official 
Google documentation for more details about using this feature with Measurement Protocol 
hits and for implementation details involving the following analytics tracker types: 

 GA4 (GTM) Universal 
Analytics (GTM) 

gtag analytics.js (on-
page) 

ga.js 

To disable only 
advertising 
personalization 

allow_ad_pers

onalization_s

ignals 

allowAdPerson

alizationSign

als 

allow_ad_pers

onalization_s

ignals 

allowAdPerson

alizationSign

als 

- 

To disable all 
advertising 
features 

allow_google_

signals 

allowAdFeatur

es 

allow_google_

signals 

allowAdFeatur

es 

displayFeatur

es 

 

Additional privacy settings 

Anonymize IP (anonymizeIp) 

Universal Analytics Properties 

In some jurisdictions, IP address is considered personally identifiable information (PII). In 
order to adhere to data protection regulations, companies using Universal Analytics 
properties can choose whether Google Analytics may process and store IP addresses using 
the field anonymizeIp.  

The field anonymizeIp can be toggled to true or false (defaults to false). If it is set to true, 
then the IP address will be masked at the point of analytics data collection, before processing 
and storage. This means that the last octet will be set to 0 and therefore anonymized. 

For example, the IP address 12.214.31.144 would be masked at collection to read 
12.214.31.0. 

https://support.google.com/analytics/answer/9050852?hl=en
https://support.google.com/analytics/answer/9050852?hl=en
https://support.google.com/analytics/answer/9050852?hl=en
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The tradeoff is that Geo reports in Google Analytics, especially when looking at the City 
dimension, can be less accurate. A user in one city may appear to be visiting the site from a 
neighbouring town. 

To set anonymizeIp to true, update the GA Settings Variable: 

 

Google Analytics 4 Properties 

In GA4 properties, anonymizeIp is set to true by default and there is no way to toggle it to 
false. GA4 will always use the masked version of the IP address from both app and web data 
streams. 

Not for Personalized Advertising (npa) 

A situation might arise whereby you’d like information available for reporting but not for 
personalized advertising. In GA4 properties, users with edit rights can define specific events 
and user-scoped custom dimensions as “NPA”, or not for personalized advertising, so that 
this information continues to be available for analysis but would be unavailable to any 
integrations (e.g. Google Ads). 

User-scoped custom dimensions can be marked as NPA via the GA4 interface under Custom 
definitions. Events can be marked as NPA in the GA4 interface under Events. 

A company might decide that it wants to disable personalized ads for the entire property. In 
GA4 this can be configured under Admin > Data Collection, and under Advanced Settings to 
Allow for Ads Personalization, expand the panel and turn off the switch for each 
geographical region you want to exclude. 

The same setting exists in UA under Admin > Tracking Info > Data Collection. 

https://support.google.com/analytics/answer/9494752
https://support.google.com/analytics/answer/9494752
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For NPA events sent via the Measurement Protocol, include the parameter npa=1 in the 
payload. 

7. QA 

Once OneTrust has been implemented, conduct thorough testing using the Sample QA Plan. 
The Bounteous S&I team can conduct a standard QA of the OneTrust implementation, and 
the Bounteous QA would be able to support an advanced QA process. 

A Standard QA process includes:  

● Testing all tags, triggers, and variables in GTM. Ensure that no tracker is loaded until 
the user has opted in 

● Ensuring all tags are firing as expected (including marketing pixels); looking at the 
network request panel for verification; and checking the tag status for "Fired" (as 
opposed to "Still running") 

● Blocking GTM from loading and confirming that no cookies are loaded from some other 
part of the website 

An Advanced QA process includes:  

● Using a VPN to change your IP address and test that the geolocation rules are loading 
the correct template with the correct default behavior 

● Testing all browsers that are defined as in-scope for the project 
● Changing your browser language to test that all in-scope languages work correctly 
● Testing all pages or at least all page templates 
● Testing all configurations of the Google Analytics privacy tools 

  

https://docs.google.com/spreadsheets/d/1EbCJPOeLshaLEJOwT0DHKFT-00MXIZuHEvvwJyfwxMQ/edit?usp=sharing
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ESTIMATING LEVEL OF EFFORT 

These hours estimates can vary depending on technology and how you implement OneTrust. 
These estimates assume Bounteous S&I will be responsible for all tag management efforts 
(designing, implementing, testing, and documenting), but can be reduced depending on the 
services needed:  

Banner Implementation S&I Level of Effort (in Hours) 

Task Comments Low (one 
domain, 
served to all 
users, one 
GTM 
container, 
normal 
number of 
tags) 

Med 
(subdomains, 
served to EU 
users or by 
location, one 
GTM container 
and many 
tags/configuratio
ns) 

High (multiple 
subdomains, 
sites, or 
translations; 
served to EU 
users, by 
location, by 
persona, one or 
many GTM 
containers) 

Kickoff, 
Strategy & 
Planning 

Meetings with the 
client to determine 
banner needs, tool 
selection, and how 
their company is 
choosing to 
implement to 
become GDPR 
compliant. 
Documenting the 
findings.  

5 5 5 

Auditing, 
Scripting & 
Architecture 
Design 
 

Running the third-
party scanning tools 
to uncover cookies 
on the site, access 
the script, and begin 

10 15 20 
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 documenting which 
tags and triggers 
will need updating 
to maintain 
compliance. We can 
think of this as 
auditing the 
existing GTM 
container(s) for 
what will need to 
change in the 
future. Ensure that 
location tracking 
and other 
considerations are 
in play within the 
scripting logic. 
Document the 
Design in 
Confluence. 

Implementati
on 

Implement the 
necessary scripts on 
all DEV/TEST/QA 
environments; 
implement the 
associated tags, 
triggers, and 
variables in GTM. 
Apply the 
appropriate 
blocking triggers to 
ALL tags in the 
container(s) that 
will impact the 
user’s session. 
Document the 

10 15 20 
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implementation in 
Confluence. 

Testing Once in 
DEV/TEST/QA, test 
the implementation 
by persona (EU 
user, other user, 
etc.). 

5 5 10 

Publishing Migrate to 
Production; test 
that the cookie 
settings (accept or 
decline) are working 
in Production.  

5 5 10 

Training Using 
documentation from 
previous tasks, 
educate and train 
internal 
stakeholders 
(including legal) of 
how the 
implementation 
works.  

5 5 10 

Ongoing 
Support 

This is a tricky 
process - you’ll 
want to budget 
some time for 
ongoing support 
and 
troubleshooting. 
Think of this as a 
warranty period. 

5 10 10 
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 TOTAL 
ESTIMATES 

~45 Hours ~60 Hours ~85 Hours 

Ongoing 
Maintenance/
Support 

This includes 
verifying that each 
tag (and all new 
tags) utilize the 
right triggers, and 
flagging if 
something is 
miscategorized. The 
hours for ongoing 
maintenance is 
wildly variable, but 
it's useful for 
positioning 
ourselves as a 
strategic partner 
instead of just an 
implementer. 

~20/year ~30/year ~40/year 
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Opt-In Form (CTA) Implementation S&I Level of Effort (in Hours) 

Task Comments Low (one 
domain, 
served to all 
users, one 
GTM 
container, 
normal 
number of 
tags) 

Med 
(subdomains, 
served to EU 
users or by 
location, one 
GTM container 
and many 
tags/configuratio
ns) 

High (multiple 
subdomains, 
sites, or 
translations; 
served to EU 
users, by 
location, by 
persona, one or 
many GTM 
containers) 

Kickoff, 
Strategy & 
Planning 

Meetings with the 
client to determine 
opt-out CTA 
(footer) needs, opt-
out form, tool 
selection, and how 
their company is 
choosing to 
implement and 
become CCPA 
compliant. 
Documenting the 
findings.  

5 5 5 

Auditing, 
Scripting & 
Architecture 
Design 

Running the third-
party scanning tools 
to uncover cookies 
on the site, access 
the script, and begin 
documenting the 
approach to which 
tags and triggers 
will need updating 

5 5 10 
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to maintain 
compliance. We can 
think of this as 
auditing the 
existing GTM 
container(s) for 
what will need to 
change in the 
future. Ensure that 
location tracking 
and other 
considerations are 
in play within the 
scripting logic. 
Document the 
Design in 
Confluence. 

Implementati
on 

Implement the 
necessary scripts on 
all DEV/TEST/QA 
environments, 
implement the 
associated tags, 
triggers, and 
variables in GTM. 
Apply the 
appropriate 
blocking triggers to 
ALL tags in the 
container(s) that 
will impact the 
user’s session. 
Document the 
implementation in 
Confluence. 

10 15 20 
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Testing Once in 
DEV/TEST/QA, test 
the implementation 
by persona 
(California user, 
other user, etc.)  

5 5 10 

Publishing Migrate to 
Production, Test 
that the cookie 
settings (accept or 
decline) are working 
in Production.  
 
 

5 5 10 

Ongoing 
Support 

This is a tricky 
process - you’ll 
want to budget 
some time for 
ongoing support & 
troubleshooting. 
Think of this as a 
warranty period. 

5 10 10 

 TOTAL 
ESTIMATES 

~35 Hours ~45 Hours ~65 Hours 

Ongoing 
Maintenance/
Support 

This includes 
verifying that each 
tag (and all new 
tags) utilize the 
right triggers, and 
flagging if 
something is 
miscategorized'. 
The hours for 
ongoing 

~20/year ~30/year ~40/year 



 

 

 

  33 

 
Caterpillar: Confidential Green 

maintenance is 
wildly variable, but 
it's useful for 
positioning 
ourselves as a 
strategic partner 
instead of just an 
implementer. 

 

These estimates do not include UX, web development, QA, or project management time, 
which Bounteous can also support.  
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